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(54) CIPHER COMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To safely perform cipher translating processing 
when performing cipher communication between terminals to use mutually 
different ciphers. 

SOLUTION: When transmitting data to a terminal 10B-1 connected to a 
LAN-B to use a cipher algorithm CI. a terminal 10A-1 connected to a 
LAN-A to use a cipher algorithm C1 generates two pieces of data, for 
which it is difficult to discriminate semantics, from the data to be 
transmitted. Then, two pieces of generated data are ciphered by using C1 
and transmitted while being distributed to two cipher protocol translation 
servers 1 and 2. The cipher protocol translation servers 1 and 2 decode the 
data transmitted from the terminal 10A-1 by using CI while sharing the 
processing with each other, perform cipher translating processing for 
reciphering the data by using C2 and then transmit the data to the terminal 
10B-1. The terminal 10B-1 decodes the original transmit data from two 
pieces of data respectively transmitted from the cipher protocol translation 
servers 1 and 2. 
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A) *Wr**H«WA<DLAN (120A) , 
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HHWBOLAN (120B.) jM1RHIK2 
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[0 03 5 ] fcTR LAN -A ( 1 0 OA) (CftttSft 20 
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10**I&LT, Bf-v 7:n ha;Hai^-^i ( 3 0 30 
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'<2 (3 0 B).CCiS«TS.' 

[0 03 7 ]BH7'Df»3;«M-A'l (3 OA), 
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A. 3 2B) €r«ffl-Uriies^tr2>ilOBS^SC»«i 
Ji^rtf^. ^LT, Bt^n>3;l/SCJft1f-^'l (3 0 
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C 0 0 3 8 ] ^m%<Dm% 1 0 B - Hi, Of^a h =J 
Jl*aW--'<l (3 0A)*>6aWShfcf-* ( *j£ 

t*, 8t^^nh3j^^->rs2 oob) 

2(13) SrffiffiLTtS-^ftU **>(c, m^itbtcZ 50 



t#KJ¥9 - 6 9 8 3 0 

12 

Mir, tccd^- ^tc^7cr<5o 

[0 03 9] fcSOSWtt, BD^P^Al lCCjt 

[0 04 0] blT©»WCC*JL*Ttt, LAN -A 
(100A) iLAN-B ( 1 0 OB) L&> S^fcg 

*§£*C, LAN -A ( 1 0 OA) (C^SftfcMSl 0 
A-1WLAN-B (1 OOB) (Cttttsn^l 
0 B - 1 IZttTZXSWMIMZWlC OX. Bg-^jifli/X^r 

[004 1 ] if, jSmTCCDJro* 1 0 A - 1 ©ItftCc-P 
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rJ'JXAC UIl^cClBg#ffc7'oy7A3 0 lfe* 
CfC 1 '&mt?u y 7 A3 0 2 S£frf^arr-*£ 
Jt9#W&/ctf)<Dfl|r) ^7'ny7A3 0 3 £, B§^7* 
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.^-^2 oob) *>*>mtt% titer-**. 7t<or- 
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PaTOB8#a«fflo«K AA 1 (3 0 6) JrWWJSttJ 
Wil (SLB) A 1 (3 07) i, Bg^^'n h =i;U3Hft-* 
-^'2 OOB) i(DBSJOBS-^iifSffl©i5KBAl (3 
0 8 ) fc Jr^Bf ^fflRJWtt (SLtt) A 2 (309) t . 
«*10A-1 S#<0«*aWd-T' 310i, h 
=i;USCtt^-><l (3 0 A) (D1t-->'^glI^-3 1 1 £, 
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»»ffi»JJH«Al (3 0 7) *«7-*xt)730 6te« 
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[0 06 0 ] CC-C, CBC^-KTOPg^COC 

[0 06 1 ] (3 6tC^«i:^CC. CBC^-m v Bf-^ 

*> 06 4M-7 8MCCie«3nrc»*. 
[0 06 2 ] BB'/flUfcjK^r. mxx OA- Hi, 

7 ^^404 Ltc'*zr \ Bf ^ffc^p 

^A3 0 1«C**T, C ias^b^oy^A3o 1* 
»tU Bf^P h=3Jl*»tf--,<2 (3 0BXCJI0 

[0 06 3 ] «ivt % Wt-q ha^fwq (3 

o a) m&ovswMm-e&mtz^* 

o b ) sa©»#afir»flT*^ * *««*msr a 

fca&©««*, 7-^xi;73 0 5tC*Bn (Xfy 
7'409) a 

fc. B7(Cmt^S7 0 0Kl-3t»t. ^9^HNR%lft 
«T* <*^»:/4 1 0) . AftWfctt. 
1T9-*xi;t3 0 5K«ffiLfc»*l 0B - ltDfl 

*»flH\ atea<D«i*r*s«DRi oa - i 

*IMHP3 1 0. Bg^q ha;USE»if-^i (30 

A) CD1f-/^iJ^3 1 lW)i^^ffa7 0 1 
(ISI7tC*JC*rtt, 7 0 1 0, 7 0 1 ], 70 1 

2ibTC^. ) * s -^<D«iStCg9:5EL. Xf ^'4 
0 lt9-^';7305^l«$10B- 1 CD 
»*m»f . iMflTCCO^r**^ 1 0 A - 1 m<o 
^mm^3 1 0. Bf^^p h=i^^-/<2 (3 0 

B) W-ys»Ki|^3 i 2*>6«ra^? ^«*87 0 2 
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fH7tc*jl»TW. 70 2 0. 70 2 1. 70 2 

•^'4 10 Xl&M L/ fc-^ ^ ^t*$g 7 0 2 £ftgJitt L 
* 7^:74 0 8T'B|#{|:l,ft:7*-*£. 7 7 -{ 
)l<A2t,Ctm*Z Ut9^4 1 1) ... 
[0 06 6 ] m^r, 7r ^Jl/AfttC^ffg^fc^-*** 
tS!W$nri^^5^^teL: (^f*7^4 1 2) 10 

^totf? r ^ r * * *> <o t r * , 

[0 0 6 7 ] ttc, ? r J )\,A&1iC&mmb"?-$ftfa 

AN 1 lO^LT, Bfr^n h3JUgJftiJ---/M (3 
OA) . Bf^D fn;va»1^-;<2 (3 OB) tCiMff 20 
T£ (^^^7"4 1 3 ) „ 

[0 0 6 8 ] £K:> Bi-^^'n h l ( 3 0 

A) , W#^a h=iil/gaft^-y<2 (3 OB) <DW>mc 

[0 0 6 9 ] g) 8 «Bi#^a h 3 ;l/£jfe'9-~s<C 1(30 

A) (Dm- K^xT(D^Sa^^-r»^B|.r&-5, 
[0 07 0] B8ic^1%fc5*C/ Bf^n 

-'<1 (3 O A) tt, «S»tea^tf^CPU8 0 1 i, 
^-^^gBtST^fcfeOigSlf.^gS 0 2 *5<fcCK2^se 
1S3$88 0 3i. Bf-^yp h=i;l,S»if-M'^i|5cbtDfBJ 30 

T5^8 0 5 i*6«fi»S4ir*5 0/ifi«ry^y 8 
0 3i<g@ttE8 0 6tc£9> ^ZWAOL 

AN ( 1 2 OA) <t»«$hn»^. 
[0 07 1] Hg#7'a h sWt»t-;<2 < 3 0 

B) OA- K->*70iBS&tmt«RSBt, 08 <b 

[ 0 0 7 2 ] S9«Bg^-7"a h zul^fe-*-^ i (3 0 
A ) <D£SBtftRH8 0 2<Ci^M^SR^m"rSil§iar* 

40 

[0 0 7 3 ] B9te^-rj:5lc. £S2tt»B8 0 2±tc 
«, LAN-A ( 1 00A) t?*ffl3nxi^Bf^TJU 
rJ'JXAC l^m^tcC 1 Bg^t^uy7A9 0 1&J: 

oc i m^ity'oy^A9 02 ±, lan-b (100 

B) V&.m^tiXl^B§^T)la yXAC2^l^cC 
2 Bf mff-U if 5 A 9 0 3 J: OX 2 »#{fc * 5 A 
9 0 4t*iffiffl$n t £/c, 7-*xyT9 0 5#tft& 

[0 07 4] <* 6tc; B|^ji«<oi3»«Kj«:«fflr*t» 
Wi U"C, . MR 1.0 A ~ 1-1 0 A-m£>S* <bcofin<D 50 
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vmmmm<Dm&&mztixi<>z>m*vTA (.90 e> 

ttl^l 0B- 1 — 1 0 B-nCD<&* ±<DrJ\O^M 

fifflo«*«HS3nri»«5«xt;rB "(9 0 7) ±, nf 

#ffl»JJB«A 1 (9 0 8) *5j:C5l*#«fi3Jt)3«B 1(9. 
09) ±*JfMfl3trCl»S. 

[007 5] HPS&CB; ii'JTA (906) *Ctt t *3 
3fcl OA- 1-1 0 A-mCD«3fc!&S'W-9 0 6 1 C£ 
iC v »j£**«9 0 6 2#Btt§*vtO£. «x 
•JTB (90 7) fctt, JB5R10B-l-10B-n© 
Hl3Rani?-9 0 7 1 CiOC, >W6TSfit9 0 7 2#Kffi 

9 0 6. 9 0 7tCS3£3nt^6S«, Sl»CcS 

[0076] $/c; smmtmmA 1 ( 9 0 8 > », » 
*ioa - ico3EiBtg^S2 0 2±tctewsttTi**BS 
^fflfijjHfliA 1. (3 0 7) iisjDfir^o, tmmtnm 

ffiBl (9 0 9)tt, Bl2«:fflt»Ta»t^ 
1 0 B - 1 0^§ett«R I i 0 2±CCtt*ft$nTl^BS 
-^BtTflWffiB 1 ( 1 2 0 7 ) ±\flbmX'$>Z m 
[0077]^, Bg#^p (3 0 

B) ©SS311.SSK8.0 2©fiJffi»«*^-rBigiiHfe, 13 

3>SE»1?'-^2 ( 3 OB) <D£iBt£3£E8 0 2±K& 

(3 OA) O^Kl**taE8 0 2±K»«S*a"Ct^ai 

[0078)010 BBg-^n h 3;|/gEft-^-/< 1 ( 3 
0 A ) <D*S*i&totom¥MZm1r7 P - * + - b X *> 

[0 0.7 9]^, Bg-Sf^p haA«ftt-;< l (3 0 
A) 1tC3$K>X, LAN -A ( 1 0 0 A) CC«*fc$i>fciS 
^1 0A~ 1-1 0 A-mcO^^O^m^O^ (C 

ctu, i OA- i) ^e&fisn/cT*-* (ccr 

B. 77^1A1)H 2<Xae««H8 0 3±tCfltfft3 

[0 0 8 0 ] 0 1 OtC^Jc^K, Bf-^^'D hn;U^ 
*-^l (3 OA) *-r, 2 3Cl5ttaS«8 0 3±«C 
ttttShtOS7r -Y^A lrt<D^^ yt#$S7 0 
6, iSfi5fe©4a*T'A>S«B5R 1 0 B - 1 ©iSsKWff 7 
0 10, jS«7cO«5Rr*-2>«l* 1 0 A- 1 © 

tc^^-r s (^f^iooi). 
[o o 8 i. ] m*x, zf vyi oo ix&&aistt& 

«7cOtt.* 1 0 A - 1 0^lttS'J^7 0 1 1 <h«x y T 

A (90 6) ccK:S$nri^^ia^9 06 iicD 
v.^>y^ff ^CitcJ:^ v afe»7C©«*l OA- 1 
<bBf#^n h=l^Ktt^-^<l (3 OA) <bCDraOB|# 
iififflOlSKA A 1 SrtfeSlU 7-^x^79 05tC^ 

(J^f-^^l 0 02). 
[0 08 2] «1>T, 0 0 lTBt*UJl/fc)g 



e 



17 



(10) 



fi*©3ffi* i o B - 1 <m*mH* 7 0 1 0 iHx v 

b < 9 o 7 ) *mzstiT<,>mmm9 o ? i J® 

ZLt??***^ «»s®«*io-b-i 

S*£ o 0 3) . 

j 0 0 8 3 ] fti.r . C 1 VmVLfXX V v A 9 0 2 OX 
•7 ^^»^10b-2Ttt»iULfc«KA 
AlfeJ:WffflR| MA 1 (908) ^9-»x.;r 
9 0 5tCS3?T* <^,^1 0 04 ) 
< I0084J»»r. C2WHtW9A903OA 

B1WWJ1MHIB 1 (909)^4x5r 
905KKm(Xf,7'1 005)- 

^ V7 905«: O -|.-t 5 Uf,^iooei 
t008B]|fc.T. W^] 006TP-Ktfc 7 

j^^ooTr""*^^^^ 58 ^^ ( * 

Ik ° 1 ^ 902 *W^r 

- * * C 2 BS^ft^a ^903 r . C 2 Bg# 

10 08 8 ] ^f^-lOOTO^gftjgia^^ 
1^7-77 1 008). 

[0 08 9]^ur. ^r^AlrtCCSfeSOft^-**. 
miStlTHZifi&frmfZ^ (x^v7-l 0 0 9) 

0 0 8«U$>)ig*. 

1009 0] 7 T ^ Amic ^ ? _ s 
•JShTLftWhtf, 7r^Blt, WAN 1 104 
? L T™!!" B ,100B)t ^^*l 0 

b - l ic&isTz (zr? ? i o i o ) 

10 0 9 1 ] ft*. |fc # ya K 3j ^V-m-2 ( 3 0 
B ) OtWdHK m-T 7c-H- Ml H , 

ffttStlfcifcfti 0A-l*.8«it8*lfc7r^*A2 
*. 7r-OUB2lCSCfcu WAN1 lofc/ftT L 
AN - B (100B)K«t8*ite||3(tlOB-lici» 
t0 0 9 2 ] »ic. , o B - 1 oftffKo 

[009 3] 01 1WWE10B-1©^-K 9xr<t) 50 
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[00941 H1 ltc ^j; 9{c .^ 10B _ 1{Jt 

i o a - 1 tisitttc. nmi«t9 cpuno 

1 1 0 6 4*fe«« ShWi ant***! 104 
*/V0r. a«B«l 106tC«tf) LA N - R fin 

iS; 9 ?!" 1 ' 216 **'*'*- ^ti»gli02 
4. (3 0A) i^p 

IBitr, W^Fajmn^;,! (30A)£© 
«0«MIfl«KABI (1206)*,^ 

(3 0 B) 4©n© WWWBo<BK B B 1 
( 1 2 08)^ WffiSWfi (aR) - g 2 (12 0 
9) 4. ^10B-lS#©ffi»x 12loi 

^'«jfl2l2t W3ftrtl5i 
j 0 0 9 8 ] ® 1 3 j o B _ lost|BS „ 

CO 0 9 9] fcfc. hhe, 0B _ 1{c 

aa»*-^ 2 ( 3 o b) *>sgft S *fc 7 7 (c c 

fO]00]Hl3temrj:5K. i*i0B-ltt 

tutti io3±K«« S nrt»*7T^*Bi(%A 

» ^«fS7 0 1 n #7 - n h z*,\,m*V-*o»- 
(CCTtt. ^7'nh 3 ;^_, q (3 
0A)O1f- W)7012 ^ fflu 

*'JT1 2 05JcaS-r5 (Xf, 7-130 1) 

[010 'J«l>T, ^,5-130lT9-.*k«T 

•w-i- ( ecru. Bt ^t-d h , , 3 0 

A) *>9-,WM*> tOS^X. U2hlW7P 



4 



. IS 

'<1 (3 0A) ) (Xf7^1 3 02). 

[0102] ttor; 2^Ett8Bl 1 0 3±CC«ttS 

hn^^ft^-/^^-^aiJ5(^.CCCr«, Bg# 
y'vV^>l>m/kV->*2 (30B) ©*-^«B(-¥-) 7 

0 2 0£B(;WBur. 7-^X'J71 2 0 5tCi)ir^ 
Uf^l 3 0 3 )., 

[0103] &<,>r. xf*^yi 303T-9-^x';r 

1 2 0 5 k:S9^L/cB&^7'n h rsyl^ft? ~;«<d*9w<c io 
SSISfl^ (CCCl*. Bg-Sf^p h3;l/J)ftt-A'2 (3 0 

/<2 C 3 0 B ) ) £»rT* 1 3 0 4). 

[0 104]*l»r, C2mmty'a?vA 1 2 0 2<Z> 
Bi^ya F p;l^feif~^ i (3 0 

A) t<DM<DVmmi9m<D#KABl (1 2 0 6) 
a'&f^!l7JJ8<ilB 1 ( 1 2 0 7 ) ^7-^x'J71 2 0 
5 KSaST* (^fsr^l 305). 

[0105] ttl>r , C 2 m^b^P 1 2 0 2 <D 20 

>^^-£<!:frS> l%^Vu h3Jl/SCIftif-^<2 (3 0 

B ) tOralOHg-^ilff 3§<E>&K B B 1 ( 1 2 0 8 ) fed: 
t>'Hf#ffi»]^(BB2 ( 1 2 0 9) ^9-^X'J7 1 2 0 

stcsssrr-s (^^1 308). 

[oi06]ffii>r, 2;XiBttSSi l o 3±co^r 

T 1 20 5tCD-.HO (X^77"1 307) , 2 ^fStt 
£■1 I 0 3jiO^T >Ol/B2 'ccttttStiTl^WBf-^ 
it-?-**. 7-*x«;r 1 2 0 5 ten- h"f£ <^ir 
9^*1 3 0 8) . ftte. ^-r sr V 1 3 0 7to- KT£ 30 
WB^t-r-^ca-r-^fii, 77 1 3 0 8 ra- 

[0 10 7]*l»t. Xf77'l 3 0 5t^l/cA7 
J~-2ZCZmmty'a>/?j»i 2 0 2^t, C2 
fl^ft^'P^Ai 2 0 2^tU ^f77'1307 

3 09) , 

[0108] £H>T, X-f" 1 30 6rtt£L^>'7 
^-*&C 2fI^b"7'n^-7A 1 2 0 2K^*_T\ C2 
«Way7AI 2 02«1fU 7^1 3 0 8 40 

3 10). 

[0109] tt^X. mTC^'n^vi, 1 2 0 4^mi\ 
r, 7*1 3 0 9W^f ^ 1 3 1 OTfl-^fb 

0/c 2 flco TcO^-^CCfgTET^/^comTc: 
&JI£fT^ (Xt-v? 13 11). 

[0 110] CCX\ (Ktc^P^AI 2 0 4tCj:3a 

7c^<ofll*wcco^r. Si 4£ffii>ri&?g-r 

[ 0 1 1 1 ] 0 1 4CC7nTWrtt. 05tC?nb/cfii«9^ • 
W*tttCP?l6L/r. Bf#^p h a;US»rt^-^ 1 ( 3 0 50 
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A) %m&LX%;tElstc-T- ^ai t h 
»U"-^2 (3 OB) ^rSSL/rSWU/c^-^biO 

[0 1 1 2] Sr. HI 3KRr>T, JSS10B-1 

iBttSKl 1 0 3±cd^t -Ol/BKttliW-* Ur^' 
13 12), 

[0 1 l-3]»t, 7r<{)lB\. B2rtCC*a-BHt 
.13), «tt**vCl>*&6tf. Xf77'l 307--* 

[oil 4] ajjftWLwwpfcio. 1 
0B--ncfcc»r, 7T-r;uBrtK % jS«7c'oW*io 

*) r»tt§ti5c: ii^^j, «s*i OA - l&fcM* 

1 o b - i cc»-r&Bt^a«^7L/c.. 

[0 1 1 5)^ot, ^«W©BS^«*^X^AK^ 
tx«, Bf^p h3^SCtft^-/<l (30 A). Bf-^ 
Dh3«^-A2 (3 0B)^ 5HIbTB§ 

B§f7*Ph3;H^-A*i (3 OA). Bg-^phu 
^Jft1f-/<2 (3 0B) ^6l5]B$CC«tX/c^T^Ci 
»*10A- 1 W^f&lstCKfD?-* ifi 

[oi i6] ttc *wmm<Dv%^mm?<' Mc*ti 

It* Bff^P h3JUR*1f-/< 1 (3 OA)", B^f7*P 
h3^SE»1f-^2 (3 0B) **, BS#Sft«as 

Of-^^^ht^, l :7p 9 ^^-r-^co^^^jj 

(D^-^^m^itbx^x^co^-^^mvtc^ n 
nmtr zx#zt % r-z&wxtmtrj: 

[0 1 1 7 ] COJr^tC, (©#^fe&&(C;tel>T, 1^ 

[0 1 18] ^itf, m 1 «:^0/cF'JT'« % BJ^7D h 3 
JUaCfei^-^1 (3 OA). Bf^p>=i;l,^ft^-/< 

2 <30B)#, S<7. *H«MAOLAN T2 0A. 
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m^teMBOLAN 1 2 0 BCCg&£ft*<* C 

7*0 ba;U*33£!tJw< 1 (3 OA), 8g#^nhn;U^ 
(3 OB) tiK ^(C, WAN 1 1 0KLjg<&3 

[0 1 19] *fc. WTCC7n-r«fc^ft*^^a?g«^« 

[0120] {mm i ) xjgpi \ asawstt 
r« o i u f**^. io 

[ 0 1 2 1 ] B 1 8 lc9n?mK> ftHismt. tcOt- $ 

0. M^aha/lrjaw-Ai ( 3 0 A ) it&fi f * 
r^^a, *5j:t>\ flf^^n (3 0 

B) tciSffr^^-i'b^^crsic^^ffir**.. 
[0 12 2]^*j, r^a, b*&*« 

[0 1 2 3 ] m 1 8CC7nb^0^^r^G£t/c2 
T£>£(DT\ i^Dh3;l/^if-;U (3 OA)-. 

ha^n--^ 2 c 3 o b ) mrftflr^ft 

[0 1 2 4 ] C£><fc5&e k Bg-s^p haii/JOM--/* l 
(3 OA), flf^o (3 0B)iC 

[0 12 5]te^l/. 01 8(C^UcfiO^Wi-c 30 

CT, :/p **ft£+#ccj®< U ^D ^^^{i-ccD^ 
ffiiLttt, «ffl»l#©l :7P9*» (6 4 

tr^h)^, i6t9h*«^. 8t:^*ait*c 

£#T'£&„ 16K9h«. 1 KMB 

^lti>£<dt\ 1 6 b* 9 hsiaimctT, .#,B**rj 

3- KtCta^b-CO^CD-C, 8 t^9 h^iit^Ci 
[0 1 2 6 ] coj;Mc ( 7D^i^(c3ia<t5 

toi2 7] (mmz) mm2te, mm\ 

&° 50 
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[0 128)^(1 TtOr-** a<0-?Uy 2&ftnm 
Zt, (n ! - 1 ) aOOIBE&fctfBflET 

[0 12 9] <a?g«3) HI 6C#SL/c«tt. 2jg]cDPf 

[0130] 3m<01$^7u h=x;l>gQftlJwc 

£/aUfc2fi©7*-*a. b£. ««iW«c. 3flHcDB§ 

C>. ?Ut>%, fljAtf, f r -^a(D^9l^e>2 / /3, 7* 
- * a ©» 9 © 1 /■ 3 ** J: O't*- * b ©SfeBftP e> 1 / 
3, ;r-£ b<D^|^CD2/3^ v 3ffi<DBf*t:/p 

[0131] m^^Ltcm^wiyjmv^otc2m 

*irt,>**I£(ctt % cn^>OBg^^n 

[0132] (mm4) mm4ti. sc»«Kc*ru 

[0133] 3{@OB|-ff^p 
^^^tirt^fcS^ti, (31 8frC7FL/cH0^^ 
T\ 7nO^-^dcD5feII^6» 1 9 ^To^Stc^fl 

[0 134] ^c^, ■! 8ten*0to*»}#tt:££-Ctt, 

[0135] <S»«5) SO$M5U. 0 5^Ui 

>al, a2^RXO, f-^b^6f-^b 1, b2 

[0136] CO*i^ ^il Bg^y'p h 3;US»-fr 
-/<A (3 OA) f-5fal, b l^tRijft^, 

BSfyphP^t-^'B (3 0B)(C». T^-^a 
2, b 2*«t)»WSJ:^K:-rn«J:t». 

[0 137] CC0t«^tC«, BS^aiftiSCCMr^^S 
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[0 138] (^e)il^l/cWtt, LAN- 
A ( 1 0 OA) IcmmZtitdStt} 0A-1-10A- 
nu teJ:£>\ LAN-B (100B) tCg^^n/c^ 

10B- 1--10B - v 9&<D7Uv 

[0 13 9] :/n?*SfflfflBS^#, h&Lk® 
Jtewaiif 5 - ? £ ccBg-stib/m-st{bT*Bg 

WBBWOSfcODES (Data Encryption Standard) 

0, ^atr^aHUBHMO^^OMu 1 t i 2 (Multi- 
Media Encryption Alqorithm2 ) Bg^tt. 6 4b'^ h C 

fSBi^r**. 

[oi4o i'«/c;-&Ham^». «a*i^-dr^p 

**h> ci«c»#fb/a-fiMW*Bt*r*&, 

[0141] DESBfr»<0»«Btcoi»r«, ^ 

ttBg*ta»j" («Hlff¥ft) <£>4 1 H-4 9H&CgSi£ 
?ntfc^ RSABf#©fi«ffltCOt»T«, J"S!fWSf 
H&J (^-WUffSt*) <D1 0 5H- 1 2 3HW2ttS 
ntv^o Sfc. Multi 2Bg#©MMfflfc-?i»rra:, 

r^Jl^y^ rfiJWiSjSBf^r^^yXAHlsecunty 
-Multi2<DHI»<!:fiJflBttj (H^iSfs^, Bfi^it»« 

i 6 7i- i 7 3MK:ie«3tirc>*. 

[0142] LAN-A ( 1 00A) (CfflRg 

titcti&l 0A-l-10A-m^ /<— ^ABf^ffi 
ffll, LAN-B (10OB) {CJSttSftfciSjfcl 0 B 

«. Bt^a»«astc*j^T.'/<-^AW#rifcr^ h-r 

-36 4fcT* htflWft-rSfltiC, DE.SB»*rtt6 4 t 

7 h*^Bg^fb-rn«J:L>. 

[0 1 4 3 J *fc. WAtf; LAN-A ( 1 0 0 A) K 
att3nfc«*lOA-1^10A-m*i, RSABg# 
fcttfflU LAN-B.(1 0 0 B) CCJStoSftfcflfefci 
OB - 1 - 1 0 B-n** v . DESBf^flefflOn^W 
6tt, Bg#33ft*ajlKfcl*T, RSAWT64^ r 
*«-SffbTftl£«:,. DESW«6 4^W h£6 4tr 

[0 1 441 LAN-A (lOOA)tC 
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aStSti^iH*! 0 A- 1 -1 0 A-m**. RSABf^ 
*flM!U LAN-B < 1 00B) tc^S*ifc»*l 
OB - 1-1 OB-n#/'<-^ABg^£flfcJBl,rt>ft 
fltett, Bg^ftteffiCCfc^T. RSABg^T6 4'W 
r£«#{bT£K«:, ^-*ABg#-cR6 4^V h£l 

[0 145] iC^^-SCUCR^^BWiffifflf-Sa 

*.«. ±ai//tB#^a (30 
A) , Bg-^O hn;UK»^-^2 (3 0 B) ©i>ft < 

«Mtia«IH#K:*ftJ»£{j % *©,«&Bg 
C0 14 6]*cr, C©i:^ficttRCC*5^X, 2®© 

2HmTtt5ET*#ttJrafit6ft*. C<D£^c, 2S 

[0 147]*Ct, MWottffitfiei^o 
**W*> SB2©jailWitr. eTFKB&WTft. 
[0148)01 5tt*2©JSt6W©Bg#S«^*^A 

[0 140] HI 5JC5%LfcBf#afll^X^Att, AS 
K«U AHT'{£ffi£nTl>*Bg^£{£fflT£LAN- 

a(iooa) i, bhicjsu. BHrttfflsnri^ 

30 Bf^^^ffi-r^ LAN-B ( 1 0 OB) K&*««tStt 

Ti^«a©«a*ra-c, •■wi«*tf 5fc#©k©r& 

[0 150] C©Bg-5«ffite % ABlCRTft, WAN - 
A (1 1 0 A ) , Bg^^'a ra^Kftlf-^A 1 (4 0 
A-l), Bg-S^a h3iWffift1fwCA2 (40A- 
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